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Copyright © 2001 by RainbowsEdge,  All rights reserved.

RainbowsEdge (“The author”) PROVIDES THE SOFTWARE "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EXPRESSED, IMPLIED OR OTHERWISE, INCLUDING AND WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.  IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION, LOSS OF INFORMATION, OR ANY OTHER LOSS) , WHETHER OR NOT ADVISED OF THE POSSIBILITY OF DAMAGE, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR INABILITY TO USE THIS SOFTWARE.
Introduction

scpMinder is a free network surveillance program that will monitor a SCP and Telestar devices.  There are two applications that make up the scpMinder surveillance system and they are designed so that they may be distributed or all work on the same computer.  All of the components are written in Java 1.2 allowing platform independence.  The applications are:

CollectorDeamon
The CollectorDeamon connects to a set of devices and listens for alarms.  When an alarm is received it saves the information combining it as a single line in a log file. 


scpMinder
scpMinder is the graphical user interface client application that each user runs to view the alarms collected by the CollectorDeamon.  This application telnets into the server that the CollectorDeamon runs on and performs a tail +0f to get the contents and block until more data has been added.


The alarms are color coded to make it easier to separate critical problems from minor problems. Devices that have been acknowledged are color coded differently too.  The application also provides a general text area for each device so that team members fixing a problem can easily communicate with each other and there is a log of activities.

Configuration Files

Both applications read a configuration file to get their key parameters.  The configuration file, by default named config.dat, is a simple ASCII file.  Lines that begin with the pound sign (#) are comment lines.  Otherwise, each line holds a key, some whitespace, and a value.  Any characters after that are ignored and can be used for comments. 

CollectorDeamon

This application is designed to run in the backgroud on a UNIX system.  It loads a file named config.dat that holds all of it's operating parameters.  In addition to the keys shown in the previous section, an CollectorDeamon uses these fields:

FileName
SCP.alarms

File to collect data in

MaxLogSize
5000


Max filesize in lines

MaxLogAge
30


Maximum age of alarms in days

DeviceFile
device.dat

File that contains the list of devices to read

The DeviceFile field provides the path and filename of the file that holds all the data needed by the collector to monitor the device.  Twice a day the program will scan the log file and truncate it the maximum log size or remove alarms that have aged beyond the maximum time.

The DeviceFile is an ASCII text base file that contains the device connection and device specific commands; this is the magic that allows CollectorDeamon to work for any TL1 style device.  Lines beginning with the pound sign (#) are treated as comments.  All other lines are treated as devices.  Each column is separated by a tab or spaces as shown below:

# 3/25/01

# 

# This file lists all the devices the collector will monitor.  

# Lines that begin with a '#'are comments.  the syntax of the file is:

#

# IP 
PORT 
Alias
Activation
Keep Alive
Timer (sec)
Act-ALM

10.10.20.30
37064
Portland
ACT-USER::SysOwner:100:jdean,d.Zxf-;
RU-ALIVE::SysOwner:100;
100
ACT-ALM:::20;

#10.10.16.25
37064
Phoenix
ACT-USER::SysOwner:100:jdean,d.Zxf-;
RU-ALIVE::SysOwner:100;
100
ACT-ALM:::20;

#10.10.93.24
37064
Telestar
ACT-USER::SysOwner:100:jdean,d.Zxf-;
RU-ALIVE::SysOwner:100;
100
ACT-ALM:::20;

Note that you should follow the correct rules for each of your device types.  For example, an SCP password must be the encrypted version and not the NEMs version.  In addition, because the CollectorDeamon connects through the MML it’s encrypted password must follow the MML rules and not have any special characts (e.g., a space, a single or double quote, a comma, etc.).

When extracting the scpMinder.zip distribution file, the files specific to the Collector should be placed in a single directory and the installed should edit the configuration and device files as previously mentioned.   The files needed are:

· CollectorDeamon

· CollectorDeamon.class

· CommunicationsThread.class

· Configuration.class

· Device.class

· KeepAlive.class

· LineParser.class

· LogFile.class

· TelnetThread.class

· config.dat

· device.dat
CollectorDeamon is a Unix shell script to launch the collector and should have execute privileges.  Java 1.2 or better must be installed for program to function.

scpMinder

Setup & Installation

Unlike the CollectorDeamon, scpMinder is client software and needs to be installed on each PC, or installed on a shared network drive.  scpMinder can run on a UNIX
 or PC system.  

scpMinder loads a file named config.dat that holds all of it's operating parameters:

# Generic Values used by all Applications

ServerIP
10.1.32.43

Server IP Address or host name

FileName
SCP.alarms

File to collect data in

The ServerIP field inform the client how to connect to the server that contains the alarm data.  It must be the full pathname to the file.

From the scpMinder.zip distribution file, place the files below into a directory and edit the configuration and device files as previously mentioned.   The files needed are:

· scpMinder.bat

· scpMinder.jar

· config.dat

· alarmChanges.dat

Then, to launch the program, execute the batch script scpMinder.bat.

The file alarmChanges.dat allows alarm priorities to be respecified based on the alarm number.  The format of the file is:

#Alarm #
Severity

0330

NA

0334

NA

4004

MJ

4005

CR
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So in this example, alarm number 0330 is remapped to information, while 4005 is remapped to a critical.  If it is desireable for all users to have the same alarm mappings then the files should be installed to a shared drive.

GUI Interface

The first dialog the user is presented with is a login dialog as shown to the right.  The login button will become active when the user information has been completed.  The username/password are those needed for the user to connect to server that contains the alarm file maintained by the CollectorDeamon.

The main interface is a simple window that shows one row for every alarm. Alarms  are color coded by the highest severity on the device:

Red
Critical

Yellow
Major

Minor
Cyan (light blue)

White
Informational
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Loc | Date | Tme | Seq |Sev| Component [Num
Portans 20020378 231500 67 MN ES_APPL 3 Deice (NNVR) Communications failed, Comnection fied
Portland  2002/03/28 23:15:02 68 MN  GN_NOTFOUND cannot find measTag (ResultRevd)
Poftans 20020378 231508 63 N LPROC process not rning £
Poftans 20020378 231517 70 MN ESAPPL 24 Deice (4N2) Communications estabished
Portland  2002/03/28 23:15:17 71 MN  ES_APPL 1 Device (AINVR2):

Poland 20020328 231527 72 MN ES_APPL 24 Device (AINIVR3): Communications established.
Porland |2002/03/28 |23:20.08 |73 |NA_|CI_PROC clearsd (process not running)
2002003/20 020749 74 MJ_ AIN_APPFAIL

Portland  2002/03/29 04:50:11 CIERRLOG cannot store error messages
Portland |2002/03/29 |04:55:11 (86 |NA |CI_ERRLOG cleared (cannot store errar messages)

Portland |2002/03/28 |04:68:58 87 |NA_|WiKS(SysOwner) 0334 rorlowit (Russel Orlowitz), logofi, 100

Portland |2002/03/29 |05:15:02 88 |NA | WiKS(SysOwner) 0330 |morten (Ryan Norten SNA), login succeeded, 100

Porland  2002/03/28 05:24:58 89 MJ AIN_APPFAL 4004 AIN Application Error detected, Error Code=Response Message Ti
Portland |2002/03/28 |0B:13:01 80 |NA_|WKS(SysOwner) 0332 mrios (Rios, Monica), login failed due to invalid password, 101
Portland |2002/03/28 |0B:13:08 |81 [NA [ WKS(SysOwner) 0332 mrios (Rios, Monica), login failed due to invalid password, 101
Portland |2002/03/28 |08:13:18 82 [NA_[WKS(SysOwner) 0332 mrios (Rios, Monica), login failed due to invalid password, 101
Porland  200203/28 DB:13:18 83 MN WKS(SysOwner) 0333 mrios (Rios, Monica), login disabled due to too many failures, 101
Porland  200203/28 DB:1B:48 84 MJ AIN_APPFAIL 4004 AIN Application Error detected, Error Code=Response Message Ti
Pcimand 200200329 [06:17:58 (95 | NA_|WKS(SysOwnen) [0332 mn‘ns (Rios, Monica), login failed due to invalid password, 101
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The columns of the table are both moveable and resizable.  Clicking on the column header will resort the rows by the column.  

When scpMinder first starts up it downloads all of the alarms from the CollectorDeamon’s log file, and then continues to add new alarms as they arrive.  Therefore the amount of time the program takes to start, and the amount of RAM required are dependant upon the settings of the CollectorDeamon.  It is expected that the user will occassionally restart scpMinder to clear out the old alarms.

� Some UNIX system may not support JAR files.  In this case you must unjar the files, or reload Java.





